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Abstract - In recent years, many extensive studies have
been performed that have attempted to improve the
performance of TCP for wireless networks. The common
assumptions made by TCP for wired networks definitely
do not hold for wireless networks. TCP with its semantics
such as end-to-end flow control, a congestion control
mechanism and error recovery provide reliability in wired
networks. Wireless communication has significantly
different characteristics compared to wired networks such
as higher bit error rates, higher latency, limited
bandwidth, multi-path fading of the signals and handoff.
In this paper, we propose an enhancement to TCP that
will be referred to as E-TCP, which improves upon
conventional TCP congestion and flow control in a
wireless environment. Our simulation results show
significant improvements to TCP performance can be
achieved.

Keywords: TCP, wireless network, flow control,
congestion control.

1. Introduction

The Internet and wireless networks are two of the
most important technical developments that have had a
direct affect on the lives of people over the past few years.
The next step in these developments will be to combine
these two technologies to provide wider-area wireless
Internet access [10].

The Transport Control Protocol/Internet Protocol
(TCP/1P) [8][9] is the protocol suite that integrates a wide
range of different physical networks into a global Internet.
TCP was developed to perform well in traditional wired
networks where TCP serves as a transport protocol that
guarantees a reliable service for sending data over a
network. “Reliable service” in this context means service
that will ensure that the destination successfully receives
data that has been sent by the source.

Wireless media have different properties from those
upon which the design of TCP was based. In particular,
TCP assumes that network links rarely corrupt data [6],
because the loss of data is taken as a signal for congestion
in the network. Thus, upon the loss of a data segment,
TCP reduces its sending rate to alleviate congestion in the
network. This approach is effective if data losses are
caused by congestion in the network. However, wireless
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media have higher bit error rates and this leads to
significant corruption losses. This will cause TCP to
unnecessarily reduce its transmission rate, yielding a
significant degradation in performance.

The poor performance of TCP in error-prone wireless
networks is mainly due to a lack of knowledge by TCP
about the real cause of packet loss. To improve its
performance, TCP needs an explicit acknowledgment
about the cause of packet loss. Thus, TCP is able to take
appropriate action in the case when packet losses have
been detected. In wireless networks, packet loss is usually
due to corruption; therefore it is unnecessary for TCP to
reduce its transmission rate. Hence, it will be able to
maintain its throughput.

Generally, there are two different approaches to
improve TCP performance in a wireless network. The
first approach attempts to hide any non-congestion related
losses from the TCP sender and requires no changes to the
existing implementation of the TCP sender. The reasoning
behind this idea is that since the problem is local, the
problem should be solved locally. As a result, most of the
losses seen by the sender are due to congestion [3]. The
second approach attempts to make the TCP sender aware
of the existence of a wireless environment, and aware that
some packet losses are not due to congestion. The sender
can then avoid invoking the congestion control
mechanism when non-congestion related losses occur.

Many proposed schemes and mechanisms try to
improve TCP performance over wireless networks. But
none of them lets TCP clearly know the cause of packet
loss, which results in a significant degradation of TCP
performance. The proposed schemes can be classified into
three categories; they are end-to-end schemes [4][5], link
layer schemes [3] and split connection schemes [1][2].

Our objective is to improve TCP performance over
wireless networks. Our work here follows the second
general approach discussed above, which is to make the
TCP sender aware of the existence of a wireless
environment in the connection. In this paper, we propose
an acknowledgment scheme together with an agent on the
intermediate node that is located between the wired and
the wireless network. This scheme will help TCP to
distinguish between congestion and corruption loss. More
functionality is required at the base station as well as at
the TCP sender to deal with determination of congestion



and corruption losses. We show how to implement our
proposed scheme and demonstrate its effectiveness
through simulation.

The remainder of this paper is organized as follows.
Section II describes the assumptions concerning the
internetwork  structure. Our proposed solution is
completely presented in section III. A simulation model
and results will be discussed in section IV. Conclusions
and future work are presented in section V.

II. Internetwork Structure

We assume that our internetwork model consists of
multiple networks that are joined together by computers
attached to one or more networks that are known as
routers. Data is delivered from a computer in one network
to another computer in another network via a router. The
data is forwarded from one intermediate node to another
until it reaches its final destination.

As shown in Figure 1, the internetwork may consist of
a group of wired networks that form the core of a wired
network and a wireless networks. We may assume that
data are relatively corruption free in the wired network.
Thus, it is reasonable to assume that in the wired network
data might be lost due to buffer overflows, i.e. congestion.
Wireless networks are not allowed to serve as
intermediate hops in the routing path between two
networks [7]. Two or more computers in the internetwork
can establish a TCP session between them, regardless of
whether they are mobile or fixed host.
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Figure 1: Internetworking Model

We assume that routers provide only data delivery;
therefore they do not guarantee its delivery. Routers
forward each data packet to the next computer or router
and this machine may drop the data due to buffer
overflow (congestion). Routers in wired networks are not
aware of mobile hosts and must not be affected by any
changes that support wireless communication. We assume
that enhancing the functionality of wireless routers to a
low degree is acceptable. However, requiring a wireless
router to reliably deliver data is too much to ask, due to
the processing overhead and violation of TCP semantics.
Routers that are attached to wireless networks are aware

that a wireless network is prone to corruption and are
located at the edge of the internetwork (between the wired
and wireless networks). Thus, we found this router is the
best point to use to help the TCP sender to determine the
cause of packet loss.

III. Enhanced-TCP (E-TCP)

We propose a new enhanced type of TCP called E-TCP
(Enhanced TCP) that can differentiate packet losses either
due to corruption or congestion and take appropriate
action to overcome the losses. We also introduce an
implementation of a transit agent (TA) at the gateway
node'. A transit agent will explicitly acknowledge E-TCP
for the travel history of every packet that has transited at
the base station. Thus this acknowledgement will become
information for E-TCP to take appropriate recovery action
over packet losses. This scheme needs modifications to
the structure of the acknowledgment packets in such a
way that it will contain up to two bits of information
(assuming that communication between two mobile hosts
involves two supporting base stations), the software part
of the transport protocol of the base station and the sender
side host. In most proposed schemes, they are only
concerned with communication between the fixed host
and the mobile host, but our proposed scheme not only
can support communication between a fixed host and a
mobile host, but it also supports communication between
mobile hosts.

Table 1: Cross-communication between hosts

rev
Fixed Host Mobile Host

xmt

Fixed Host TCP E-TCP

Mobile Host E-TCP E-TCP

A.  New Acknowledgment packet

In our proposed scheme, we are going to use a new
form of acknowledgment packet, which will be referred to
as ACKc.cny (congestion-corruption loss notification).
This acknowledgment packet will need to use up to two
additional bits in the TCP header to store information
from the transit agent. We need to allocate two from the
six reserved bits in the TCP header for this purpose.
When communication occurs between a fixed host and a
mobile host, data will only transit through one base
station. Thus, one bit will be used. If communication
occurs between mobile hosts that might involve two base
stations (Figure 1), two bits will be used instead, to
acknowledge the sender for a lost packet. For simplicity
of understanding, we name each bit in the ACKc.cin
packet, the first bit will be called “Ob” (Originating BTS)
and the second bit called “Db” (Destination BTS). The

" A node that sits at the gateway between the wired and
wireless networks. For simplicity of understanding, we
assumed here that a base station is the gateway node.



base station that serves as a data sender for transmission
will use the Ob bit and base station that serves the data
receiver will put its information in the Db bit.

B. Transit Agent at the Base Station

By using the concept of an agent at the base station, the
agent that we propose here needs to be permanently
allocated on the base station and it is only required to
perform a simple task. The agent needs to record the
sequence number of every packet that transits through the
base station before they get forwarded to the receiver. The
flowchart for data processing by the transit agent is shown
in Figure 2. The agent will also acknowledge the sender
of the transit history of packet that is requested by the
receiver through the use of ACKc.cin. Upon receiving an
ACKc.cLn packet from the receiver, the agent will check
its record and set a value 0 or 1 in the ACKc_cn based on
the record. A “0” in the ACKc.cin that indicates the
expected sequence number has never transited the base
station before and a “1” indicates that the expected
sequence number has transited the base station.

Packet arrives

Seq_No in Forward
TA Pkt to MH
record?

1. Record Seq_No
2. Forward Pkt to MH

Figure 2: Flowchart for data processing in BTS

C. Transport Protocol at Sender Side

At the sender side, we propose an enhanced version of
TCP that has more functionalities than conventional TCP
and we call it E-TCP (Enhanced TCP). E-TCP has
additional functionality to read information that has been
inserted into the ACKc.crn packet by the transit agent and
takes appropriate packet lost recovery action based on the
given information. The implementation of current TCP
(TCP Reno) will still be used in the case where both ends
are on the fixed network (in this case the sender does not
need to use E-TCP since wireless network is not involved
in the data transmission and the only reason for packet
lost would be network congestion). Therefore, the
protocol stack shown below will be implemented on the
sender side to improve TCP performance.

There will be two available transport protocols to
maintain reliability of data transmission between the two
ends depending on the type of network node at each end.
Once the sender knows about the type of the receiver, the
sender will use TCP or E-TCP respectively. The usage of
both protocols is depicted in Table 1.

Application
TCP E-TCP
1P
Data Link

Physical

Figure 3: Proposed Protocol Stack

D. Scenarios

In our proposed protocol stack, (Figure 3) we have
both TCP and E-TCP located on the transport layer. The
type of sender and receiver will determine which one
should be used. After the handshake process, the sender
will be able to choose which transport protocol is
appropriate to handle the data transmission. There are
four possible communication scenarios that could occur
between hosts as shown Table 1. We shall discuss all four
possibilities of communication between them below:

D.1. Fixed host to Fixed host

Data transmission in this direction has been discussed
many times and many improvements have been
suggested; therefore we leave the current implementation
of TCP to handle the reliability of data transmission
between fixed hosts. It is unnecessary to use E-TCP in
this case, since wireless network does not involve data
transmission between fixed hosts. Therefore, any packet
losses could be assumed to be congestion loss.

D.2. Fixed host to Mobile host

In this direction of data transmission, a sender (fixed
host) will be facing a great challenge to determine the
cause of packet loss because the data will travel over both
fixed and wireless networks. To maintain its performance,
TCP needs to know exactly where packets get lost. We
discover that a base station that is located right between
the two different networks is a perfect location to help the
TCP sender determine the cause of packet loss. Hence, we
put an agent at the base station to perform a “transit
checking” task.

Every time a packet transits the base station, the transit
agent will record the sequence number of the packet. This
record shows that the packet has successfully travelled
over the fixed network, and then the packet is forwarded
to the receiver.

Upon receiving an acknowledgment (ACKc.crn)
packet that contains a request for the receiver’s expected
packet, the agent will check its record for the sequence
number of that expected packet. If the agent finds the
sequence number in the record, it will set a value of 1 into
the “Ob” bit. Otherwise, the agent will set value of 0 into
the “Ob” bit.

Upon receiving an ACKc_cn packet, the sender knows
which packet the receiver expects. It will also check the
Ob bit, if it finds that the value equals 1, and then the
sender knows that the expected packet has transited the
base station but it was not received by the receiver. This
means that the packet was lost in the wireless network



(due to corruption). On the other hand, if the sender found
the value was 0, this means the expected packet has never
transited this base station. Therefore, it responds by
indicating that the packet was actually lost in fixed
network (due to network congestion).

D.3. Mobile host to Fixed host

In data transmission from the mobile host to the fixed
host, the scenario is quite similar to the data transmission
scenario for data transmission from the fixed host to the
mobile host. The difference is only on the interpretation
of the value “Ob” by the sender. When the value of Ob is
equal to 1, it means that the expected packet has transited
the base station, thus the expected packet was lost in the
fixed network. On the contrary, if the Ob value is equal to
0 then the expected packet was lost in the wireless
environment.

Figure 4 shows the flowchart of ACKc.cin processing
in the base station.
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Figure 4: Flowchart of ACKc_cpn Processing in BTS

D.4. Mobile host to Mobile host

From our system model, we also consider data
transmission between mobile hosts. Since a packet must
travel twice over the air which might be handled by two
base stations and once over a fixed network, it is possible
for a packet to get lost in either the wireless network or
the fixed network (Figure 1). In the case when the packet
loss occurs in the wireless area between the second base
station (base station that serves the receiver) and the
second mobile host (assume this mobile host is the
receiver), the sender has no idea of the cause of packet
loss and it will again assume that packet loss is due to
congestion. Therefore, the ACKc oy will need to have
another bit named “Db” which will contain confirmation
of the transiting packet set by the second base station. In
this case, as previously stated, the second base station will
put its confirmation about the transit status of the
“transiting packet” in the Db bit. When this ACK¢_cpn has
reached the first base station, this base station will assign
a value on its Ob bit. With these two bits of information,
the sender will be able to determine where the losses have
occurred. We can identify a number of different cases and
they are identified below:

Case 1: Ob=0and Db =0

This shows that the expected packet was lost in the
wireless environment between the sender and the first base
station. In other words the packet was lost in the wireless
environment while it was on its way to the first base
station. Therefore, the lost packet needs to be
retransmitted. But, the sender does not need to reduce its
congestion window size.
Case2: Ob=1and Db =0

In this case, the packet was lost in the area between the
first and the second base station. This means that packet
was lost in the fixed network. Hence, the sender needs to
retransmit the lost packet and deploy its congestion
avoidance mechanism.
Case 3: Ob=1and Db =1

In this case, the packet was lost in the wireless
environment between the second base station and the
receiver. In order to recover, the sender must retransmit
the lost packet but then it does not need to reduce its
congestion window size.

Figure 5 shows the flowchart for ACKc.cn processing
in the BTS for mobile-to-mobile communication.
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Figure 5: Flowchart of ACKc_cpn processing for
mobile-to-mobile communication

I'V. Simulation

This section describes a simulation study based three
different scenarios for data transmission as depicted in
Figure 1. The sender might be a fixed host or a mobile
host and it is a similar case for the receiver. The base
station includes a finite-buffer drop tail gateway and the
network has both wired and wireless links. It is assumed
that the sender always has data to send. It is also assumed
that the receiver can always send out acknowledgments
immediately for each data received without delay, other
than the processing delay.

For simplicity, the simulations shown in this paper use
a receiver that sends an ACK for every data packet
received. The simulations also consist of one-way traffic.
As a result, ACK packets are never “compressed” or
discarded on the path from the receiver back to the
sender. The simulation model was implemented using the
OPNET™ simulator.



The current implementation of TCP (TCP Reno) has
been considered in this simulation. The simulation was
performed under a typical wireless packet loss
environment with bit-error rate and we assume that the bit
error rate for wired links is very low. Table 2 summarises
some parameters used in our simulation model.

Table 2: Simulation Parameters

Wired link capacity 56 Kbps
Wired link propagation delay 30 msec
Wired link BER 10”
Wireless link capacity 2 Mbps
Maximum window size 94

TCP segment size 170 bit
Minimum slow-start threshold 1

Bit error rate 10°t0 10°

In order to measure the performance of TCP over a
lossy link, we simulated all models using a range of
different values of the bit-error rate (Table 2). All results
from our simulations are obtained under 95% confidence
levels. We have performed our simulation under three
different scenarios. The three scenarios cover the
following three cases: We first assume that data was sent
from the fixed host to the mobile host. In the second case
data was transmitted from the mobile host to the fixed
host and at finally data transmission from mobile to
mobile host. In all of these cases we assume that the
mobile host stays in one cell during the lifetime of the
connection. We then report the simulation results under
varying bit-error conditions over the wireless channel,
where the ranges of BERs are from 10~ to 10°.

Table 3: Number of received packet at receiver

under BER 107
m" FtoM | MtoF | MtoM
E-TCP 3176 3341 3459
Reno-TCP 2624 2722 2735
% 21.04 22.74 26.47

Performance of E-TCP and Reno on data transmission
from fixed host to mobile host is depicted in Figure 6.
Under different values of BER, it shows that E-TCP
performance is slightly better than Reno as the BER is
increased. E-TCP allows the receiver to receive more
packets since the sender was able to detect the real cause
of packet losses. Thus, the sender was also able to
maintain its transmission rate since it found out that the
packet losses were due to corruption. Table 3 shows that
E-TCP had sent on average about 21.04% more packets
compared with Reno-TCP. The reason is that E-TCP
could maintain its congestion window size. Therefore, the
sender could send packets under an unchanged window
size after corruption lost had been detected. On the
contrary, Reno-TCP still assumes that lost packets over
wireless were due to congestion. Thus, it reduces its

congestion window size after the lost packet had been
retransmitted and fewer packets will be sent afterward.

Figure 7 shows goodput comparisons of E-TCP and
TCP Reno on data transmission from mobile host to fixed
host. It also shows that E-TCP could provide a better
goodput than Reno. TCP Reno has difficulty in the
recovery process since Reno has no indication of the type
of packet loss and it assumes that corruption losses are
congestion related losses. Therefore, invocation of the
congestion control mechanism and reduction of the
congestion window size could not be avoided. On the
contrary, E-TCP with notification from the transit agent
could interpret packet losses that are due to corruption
and run its recovery action by retransmitting lost packets
without reducing its congestion window size. On average,
about 22.74% more packets have been received
successfully by implementing E-TCP.

Finally in Figure 8 we show the goodput comparisons
under different values of BER between E-TCP and Reno-
TCP on data transmission from one mobile to another
mobile host. In this figure, we can also see that E-TCP
could provide a better goodput compared to TCP Reno.
Our simulation results show that 26.47% more packets
were received successfully at the receiver.
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Figure 6: Goodput comparisons at different BER on
data transmission from fixed to mobile host
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Figure 7: Goodput comparisons at different BER on
data transmission from mobile to fixed host
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Figure 8: Goodput comparisons at different BER on
data transmission from mobile to mobile host

V. Conclusions and Future work

In this paper, we proposed a novel new transport
protocol called Enhanced-Transport Control Protocol
(E-TCP), ACKc.cin, a new form of acknowledgment
packet and Transit Agent, an agent that is allocated at a
gateway node. Our proposed schemes allow the transport
protocol to distinguish between congestion and corruption
losses. The transit agent will explicitly acknowledge the
sender through ACK packets (ACKc.cin) of the transit
history for every expected packet. The transport protocol
at the sender (E-TCP) uses this information to determine
the type of packet losses and it adjusts the window size
accordingly after the recovery action. This scheme
requires only a small amount of functionality at the base
station and at the sender, while leaving all other routers in
the wired network unchanged. We have shown how to
incorporate the scheme into the current implementation of
the TCP protocol, and to demonstrate the effectiveness of
the approach through simulation.

The key idea here is to explicitly acknowledge the TCP
sender in the case where packet losses have been detected,
whether data (packets) have arrived at the base station or
not. Thus, the transport protocol at the sender will be able
to judge the reason for packet losses. This scheme also
allows the sender to quickly discover packet loss without
having to wait until it has received three duplicate
acknowledgments. Furthermore, the sender can quickly
retransmit the lost packets. Since our proposed transport
protocol could maintain large congestion window size,
more packets could be sent to the receiver and throughput
could be increased. Simulation results show that our
proposed solution provides better results compared with
the implementation of conventional TCP (TCP Reno).

In this paper, we have not taken handoff loss into
consideration. Our ongoing research will investigate the
ability of E-TCP to cope with handoff related losses. We
are also investigating any additional improvements that
could be adopted to enhance our proposed schemes. Since
our proposed scheme includes an acknowledgment

scheme, the loss of an acknowledgment packet could be
cumbersome. We shall address and investigate this
problem in our future work.
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